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NDEF message and NDEF record

NDEF= NFC Forum Data Exchange Format2| X2 Al 7tH 2 HEO|LH 2| O
AKX 2B S K|St StLp O|f | Of Z2|AH[O[MOf A F oot PAYLOADE S
StLES| HA|X] F£2=0f T=2tst FQ
SfLIC| NDEF HA|X|= SILIO| Ao NDEF record=& 7HX| 11 RIS H @l9o|9|
Ef Q12| PAYLOADE T &ot=0H 54
NDEF record= Payload0j Clict HEHE ZEgh
- Payload length

« SR bit Z2f19| 70| 19IX| O} X2 &

s MO Z record dAE LXK
- Payload type

* record?| PayloadOf| =& &[0 Q= HIO|EH 2| ZFE FA|

- Payload identifier(optional)

Record 1 Record 2 Record 3
|
Header l Payload
:
| . - -
Identifier ‘ Length Type

the general view of NDEF message




NDEF record

1 & 5 = 3 2 1 0
| |
1 I
ME ME CF SR IL THF
| |
1 T

- Payload length(SR=0)

TYPE LENGTH

PAYLOAD LENGTH 3

PAYLOAD LENGTH 2

PAYLOAD LENGTH 1

PAYLOAD LENGTH 0

| [l | | | 1 |
i ID LENGTH i
R S e
TYPE Payload Type
D Payload identifier(optional)
e
i PAYLOAD E




NDEF Analysis(Hexa code)-URL(http://nokia.com)

Y

03 (T: Type) NDEF record header Payload
- Type of recode

Oe (L : Lenght)
- how many bytes are in the payload
dl (V : Value)

- NDEF records are variable length records with a common format illustrated in
the figure below.

- d1 is binary code (11010001)> ILO| ‘0'0|7| I} 20 ID LENGTHZ} Layoutd =X

5P| Gr=C.

01 - TYPE LENGTH NDEF record header
Oa - PATLOAD LENGTH

55 2> TYPE("U") T

03 - ID(http://) - optional
6e 6f 6b 69 61 2e 63 6f 6d > Payload (nokia.com)
fe > Terminator byte
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Record Layout (1/2)

1 | 1 0 | 1 0 | 0 | 0 | 1
MB ME CF SR IL TNF

® MB=1
- Message Begin is true means this is first record in the NDEF message
¢ ME=1

- Message end, means it is last record in the NDEF message, if it is O that tells
application that more records are ahead

® CF=0
- The CF flag is a 1-bit field indicating that this is either the first record chunk or
a middle record chunk of a chunked payload
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Record Layout (2/2)

1 | 1 0 | 1 0 | 0 | 0 | 1
MB ME CF SR IL TNF

® SR=1

- SR stands for short record, if set, that the payload length field is a single octet.
This short record layout is intended for compact encapsulation of small
payloads which will fit within PAYLOAD fields of size ranging between 0 to 255

octets
® [L =0 (ID_LENGTH Field2} &=H

- IL stands for identification length, if set, that the ID_LENGTH field is present in
the header as a single octet. If the IL flag is zero, the ID_LENGTH field is
omitted from the record header and the ID field is also omitted from the record

® TNF = 001

- The TNF field value indicates the structure of the value of the TYPE field. The
value 0x01 (NFC Forum well-known type) indicates that the TYPE field contains
a value that follows the RTD type name format defined in the NFC Forum RTD

specification
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Short-Record Layout(SR = 1)(1/2)

SR ZgllOd= 1-bit HE
® SR=1
- PAYLOAD_LENGTH Field= 1 octet
- PAYLOAD2| Z0|7} 0 ~ 255 octet AFO|Q| Z!0|7} & O™ Ct23t 20| short
record &|0|0}R o 2 FME
® SR=0
- PAYLOAD LENGTH Field= 4 octet
® short record &|O|02Z L 2 et X| Bl record 30|02 L 2 & X|= FAKX}T}
MERSH= 740|210 NDEF LM = &Z CF X| |5l OfF StL}.

— O ™
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Short-Record Layout(SR = 1)(2/2)

-
(s}
n
i
L
(3%
I
o

MB ME CF SR IL THF

TYPE LENGTH

T T T T T T T
PAYLOAD LENGTH 3

| 1 | T 1 1 |
PAYLOAD LENGTH 2

T T T T T T T
PAYLOAD LENGTH 1

PAYLOAD LENGTH 0

| ] | | | ] |

| T I | | T 1
E ID LENGTH E
i | ] | | | ] | i
| T T I 1 | T T |
: TYPE :
| |
| | ] | | | ] | |
I 1 T I I | T T 1
! 1D !
1 1
| | 1 | | | ] | |
[ 1 1 T 1 1 1 T |
: PAYLOAD :
i 1 | I ! 1 i

| |
I |
MB |ME |CF| 1 | IL TNF
| |
T T
TYPE LENGTH
| | | | | | |
PAYLOAD LENGTH

| | | | | | |
! ID LENGTH !
]
! TYPE !
—
! D !
—
i PAYLOAD i
I 1 1 I I 1 1 1 |

NDEF Record Layout (SR=0)

NDEF Short-Record Layout (SR=1)
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TNF 2= Zf (1/3)

Type Name Format Value

Empty 0x00
NFC Forum well-known type [NFC RTD] 0x01
RFC 20460{ ™Eo|=l Media-type 0x02
RFC 39860 Mo|=l AL} URI 4= 0x03
NFC Forum external type [NFC RTD] 0x04
Unknown 0x05
Unchanged 0x06
Reserved 0x07

® TNF FieldQ] 7|E 2 A O Reserved TNF Field 4f2 YO 2 AIES
= AFESHA| 8 OfOF OrCh NDEF IfM &= & =1L} X[ & E[X| Bf= TNF Field g{0| !
A =

—

C.
+= NDEF record F=ASIe S AL 0x05 (Unknown) 2
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® 0x00 (Empty)
- record@} HEHEl EtY =2 PAYLOADZ} QiCt= A= LIEHH
- TYPE_LENGTH, ID_LENGTH 2|22 PAYLOAD_LENGTH Field= "0’
- TYPE, ID 112|1 PAYLOAD Field= record2 S E| MEF
- TNF 22 90| M 0|2 PAYLOADZ SlE &% StLtS| NDEF HA|X| & S =t
Ct= o[0|= A Bl record?t HRg I ALETHC}.
® 0x01 (NFC Forum well-known type)
- TYPE Field0jl NFC & RTD AHO|A| ™Mo|St RTD EFQ 0|2 HAIS 2L ZtS
Zetotn UASES LIEFHOE
® (0x02 (media-type)
- TYPE Field0f| RFC 2046 Oj| A d2|ot media-type BNF X & 2= 4f0| Lotk
AN USS LIEFHLCE
® (x03 (absolute-URI)

- TYPE Fieldof RFC 39860 A{ 2|3t absolute-URI BNF L= & [t2+& 0| Z &k
Ol™ Rs= LIEHHCL

z
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TNF 2= Zf (3/3)

® (0x04 (NFC Forum external type)

- TYPE Field0| 9| EtQJ B2 918 NFC RTDO| |3t E+g) O
= Z&5t USS LIEHHCE

® (0x05 (Unknown)
- PAYLOADS| Et= & == GBl=Z M ArE
- RFC 20460{| M Eo|ot MIME & "application/octet-stream" 1} FAf
- type_length Field= ‘0'0| 1 TYPE Field= NDEF recordQj| A| 24t
- T+ Al O] €t2 AREdt=E =7t ﬁE*'AEW 810] Of EfRi2| NDEF recordE =415}
= NDEF ItA|= PAYLOADE XN 2|8}X| %10 HAESH= HAHLEZSS Haste A
i L
® (0x06 (Unchanged)

- M3l PAYLOADES Estotd Q= =7t record 3 2f OFX| 8 record A AN A
APE

- LC}= recordQ| B0 = AFESHK| QOFOF SHCF
- TYPE_LENGTH Field= ‘0’ O|0{O} S}11 TYPE Field= NDEF recordOj| A AiE2F=|C},
® (Ox07

- o=z O Type=2 LIEtU & 422 MUAX|= BEX|BF 0| 2=l 4f (Reserved)2
= H9o|

ojn
ot
1z
[0
Il
rr
N
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NDEF Structure(1/2)

® TYPE_LENGTH

- TYPE_LENGTH Field= 8-bit £

- TNFZ7} 0x00, 0x05, 0x06Y A< &4 0
® D LENGTH

Ne= - O Z TYPE Field2| octet Z0O|E THA|
Al

- ID_LENGTH Field= 8-bit £ Q= H4+a o Z ID FieldQ| octet Z0|E HA|

- Q= 10| 12 Mg o US Ao

- ID_LENGTHS| Zt0] ‘0’22 A Z|™ ID Field= NDEF recordOf|A{ 4

® PAYLOAD_LENGTH

AH 2F
=

- PAYLOAD LENGTHE E 9= M2Z A PAYLOAD FieldQ| octet ZO|E TA|
- PAYLOAD LENGTH Fieldo| Z} Z!0|= SR Zgf1 MH™o| o8} AN

e SREg|A7t E™E UCHH PAYLOAD_LENGTH Field&= 8-bit £ Gl

1 octet

e SREO7F MAHE|O] X| LLCHH PAYLOAD_LENGTH Field= 32-bit &
EtL= 4 octetO|11 MSB f|rst =02 Q=L

HLE MHAT
(-

HA

- PAYLOAD_LENGTH Field £f0| 00|™ PAYLOAD Field= NDEF recorddj| Al 4 =f

 27(32)-1 A7|ELC} § 2 PAYLOADY AL M3 =l PAYLOADE AtE

st

= §4& HEHE

EEER
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NDEF Structure(2/2)

® TYPE

- TYPE Field2| Z}2 PAYLOADO| E}QIS
TNF Field 0| sjEtst= =, olA L,

- NDEF ot = & &= 9= TYPE Field 4= LIEIL = TNF F|eId°| NDEF record?} &=
AMZE AL OX] TNF Field 40| 0x05(Unknown) Q1 ZdA = EFQl AIHXIE 2 M5|Of

|O 0%k ux
I b
ﬂJIO
E
<
rot
_|T|_

= 1C 1
SiC}
- EtR AlEXs 2EEECoE RUSID PEHC 2 R o|0(7F @F A[ZHE
HolE|0] AHEE|lE AS D ML}

- ID FieldQ| Z}< URI Y@AI[RFC 3986]2| AlEHXIO|CH S QS HA|X| MHEXIIF | =
= 4|00 5tH URI= HOi 22 &O& gAY 5= QUCH NDEF= 7|2 URIE
HO|SHA] o ALEAL YoM T B2 A9 URIE ALEE 8% ANH0|=
7tS A0l = 7I% URIZ A3l OF ot

- & {t(middle) 2 OfX|Ef(terminating) record M3 =2 ID Field& 7}X|X| 0t0Fk
ol A= %S *4 H Y (initial) record H 30| = ID Field7} 2 0{0} SIL}.

® PAYLOAD

- PAYLOAD Field= NDEF ALK} ¥-2 |3l PAYLOADZE T EstCt. PAYLOAD F|eId
= 3o A2 &= HOIHS| LFX 20 tholl A= NDEFO| A Zofstd UK |
ot
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Record Types

® Record type2| name2 NDEF applicationsg T+25}7| 2ISiA At =
® Zt7to| Record Type2 NFC Forum 1} third parties S0j 2|3l & o|=!

® NDEF record header®| TNF FieldOf EHA|

TNF Field Values

Type Name Format Value
Empty 0x00
NFC Forum well-known type [NFC RTD] 0x01
Media-type as defined in RFC 2046 [RFC 2046] 0x02
Absolute URI as defined in RFC 3986 [RFC 3986] 0x03
NFC Forum external type [NFC RTD] 0x04
Unknown 0x05
Unchanged (see section 2.3.3) 0x06

Reserved 0x07




NFC Forum Well-known Type

Record®| TNF field

[INFC Forum Well-known Type] = Of
® *URNL=E H2|5}= NFC Forum Well-known TypeQ|

2 > 0x01

- NID(Namespace identifier) > "nfc”

O OlH
_I_El_

IX ol gl E 2

prefix

- NSS(Namespace Specific String) 2> “wkt:”

® Detail Section
- NFC Forum Global Type

NFC ForumOj| A Mo|stn
First - character range >

- NFC Forum Local Type

&eot=s F2

<upper>

First - character range = <lower> or <number>
NDEF Record Type Description Full URI Reference Specification Reference
Sp Smart Poster urrinfoiwkt:Sp MNFC Forum Smart Poster RTD
T Text urn:nfoiwkt: T NFC Forum Text RTD
U URI urn:nfoiwkt:U NFC Forum URI RTD
Ge Generic Control urn:nfciwkt: Go NFC Forum Generic Control RTD
Hr Handover Request | urr:nfoiwkt:Hr MFC Forum Connection Handover Spedification
Hs Handover Select | urminfoiwkt:Hs MFC Forum Connection Handover Spedification
Hc Handover Carrier | urr:nfoywki:He MFC Forum Connection Handowver Spedification
Sig Signature urn:nfciwkt:Sig NFC Forum Signature RTD

*URN : Uniform Resource Names

NFC Forum Assigned Numbers Register
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NFC Forum External Type

Record®| TNF field 4} = 0x04

[INFC Forum Well-known Type]2 third partiesO| A H2|SI{ AtE
® URNCe = HO|St= NFC Forum External TypeQ| prefix

- NID(Namespace identifier) > "nfc”

- NSS(Namespace Specific String) 2> “ext.”
® Detail Section

- third partiesOf| M| AF23SI= domain nameS 71510 third partiesO| Al &t2|SH=
Type name= 7}

- EX> "urn:nfc.ext:example.com:f”
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RTD Type Names (1/2)

® Requirements for the NFC Forum Well-Known Type Names
® The language used is the ABNF format as defined in *RFC 2234

1. RTD-URI = “urn:nfc:” nfc-nss
[RFC 2234]

2. nfc-nss = wkt-nss / external-nss
3. wkt-nss = wkt-id """ WKT-type *A/B==AORB "

_ » A*B(element) == A~B3| elementE HI&
4. external-nss = external-id ":" external-type (default : A = 0, B = )
5. wkt-id = "wkt"
6. external-id = "ext”
7. WKT-type = local / global
8. local = ( lower / number ) *WKT-char
9. global = upper *WKT-char

10.external-type = dns-part “" name-part
11.dns-part = 1*DNS-char

12.name-part = 1*WKT-char

13.WKT-char = upper / lower / number / other
14.DNS-char = upper / lower / number / "." / “-"

*RDC 2234 : http://tools.ietf.org/html/rfc2234
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RTD Type Names (2/2)

15.upper ="A"/"B"/"C"/"D"/"E"/"F" /[ "G" /[ "H" /
/70K L M N PO /TP
QY /RY /ST /T U VT S WT X
WL
16.lower ="a"/"b"/"c"/"d"/"e" /"t /"g"/"h"/
Atk "'m et ) et ) T pt
T / AR SV A VRV ARV AR AV O/

nu

17.number =

q" /'
y'/"z
/"1 / 20730 "AT /TS e ) T
/"9
/'’

18.other

O
"8"
NGV NV AR A Ay
=" @ s/
DA N A A A
19.Reserved = "%" /"/" /] "?" | "#"
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RTD Text
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NDEF Structure

® The NFC Forum Well Known Type [NDEF], [NFC RTD] for the Text record is “T"
® Example (“Hello”)

1 1 O 1 0 0 0 1 SR=1,IL =0, TNF = 001

0x01 TYPE LENGTH
NDEF record Header
Ox08 PAYLOAD LENGTH
Ox54 TYPE>"T”
O 0O O O O O 1 o0 Status byte
e
— Language Codes
n
<
H
Payload
e
| —The actual body text
I
o

OxFE } Terminator byte
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EX) “"Hello”

0 0 0 0 0 0 1 0

0: The text is encoded in UTF-8

1- The text is encoded in UTE-16 RFU  The length of the language code

'IPEH‘-% 2%

e
**ISO/IANA language code
n
H
E
] The actual body text
"Hello”
L
@)

*Reserved for Future Use(SXj= AI2SIX| &= BEEO R 002 MA)

Si- T iIE—

**http://www.il8nguy.com/unicode/language-identifiers.html
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RTD URI
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NDEF Structure

® The Well Known Type for an URI record is “U”

® URI identifier code
- URI record®]| First Byte= protocol field& FEtSI0] H|0|E Q] A7|E EQICt

Decimal | Hex Protocol Decimal | Hex Protocol
] 0x00 N/A. No prepending is done, and the URI field 19 0x13 urn:
contains the unabridged URI.
20 Ox14 pop:
| 0x01 http:/fwww, -
21 Ox15 sip:
2 0x02 https:/fwww, :
22 Ox16 sIps:
3 0x03 http://
23 0x17 tfip:
4 x4 https://
24 Ox18 btspp://
5 0x03 tel:
25 Ox19 btl2cap:/f
6 0x06 mailto:
26 Ox1A btgoep://
7 0x07 ftp://anonymous:anonymous{a
27 0x1B tepobex://
8 0x08 fp://fip. o
9 0x09 fips:/ 28 ox1C irdaobex://
29 Ox1D file://
10 Ox0DA sfipe//
30 Ox1E urn:epc:id:
11 0x0B smb://
" 0x0C i) 31 Ox1F urn:epe:tag:
3 0x0D fip:// 32 020 urn:epc:pat:
33 0x21 Imiepe:raw:
14 0xOF dav:// * HIEEpeTaY
34 0x22 urn:epc:
15 Ox0OF news:
35 0x23 mnfe;
16 0x10 telnet/ : e
17 Ox11 imap: X 0x24~0xFF : RFU
18 Ox12 risp:/ Abbreviation Table




EX)"http://nokia.com”

NDEF record Header

Payload

O 1 O
0x01
Ox0A
0x55

> — X O Z

< O n -

0

0

0

1

SR=1,IL =0, TNF = 001
TYPE LENGTH

PAYLOAD LENGTH
TYPE->"U"

URI identifier code

The rest of the UR],
 or the entire URI

} Terminator byte
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RTD Smart Poster
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NDEF Structure (1/3)

® The Well-known Type for the Smart Poster record type is “Sp” (in NFC
binary encoding: 0x53, 0x70)

® Syntax
- The URI Record (mandatory)
* 17H2] URI Record Bt =X}
 [}Z= Record=2 URI Record®| metadata
- The Title record(optional)
 Text RTD Record= 0| &
* CHE AN E AFESH 0i8] 72| Record?} EXE s US
* URIO|| St= TitleO| HEA|E &= Y& FO|E QaH(Phishing)
- The Icon Record(optional)
o CtFBE MIME Y@E{Q| image record 3t 7t&
* Devicel| 7} #H¥| L{O| A O|O|X|Z HA|
* [PNG],[JPEG] &2 well-known type 0|22 #H%&
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NDEF Structure (2/3)

® Syntax - continue
- The Action record(optional)

* O{H MH[AF MSEX| 2E

* Action record?} Q= 4<% Device®| =H0f| OIS A AlSH

* The NFC Local Type Name for the action is “act” (0x61 0x63 0x74).
* The content is a single byte

Action Record Values

Value Action

0 Do the action (send the SMS, launch the
browser, make the telephone call)

1 Save for later (store the SMS in INBOX,
put the URI in a bookmark, save the
telephone number in contacts)

2 Open for editing (open an SMS in the SMS
editor, open the URI in an URI editor, open
the telephone number for editing).

3.FF RFU




NDEF Structure (3/3)

® Syntax - continue

- The Size Record(optional)
* The Size Record contains a four-byte
 URIVI F SENZ gE5= 4% 378 2edte 7| HY
* Reader deviceZ7} URLE S E9l| &= content?| 37| E AZ6|0f Sl= A &&E

u_n

* The Size Record’s Local Type Name is “s

0 1 2
Byte 0 Byte 1 Byte 2 Byte 3

L)

The Size Record Layout

- The Type Record(optional)
* URDZ} QIR =8N 2 HEE= 4% MIMES| EfRlS E2
* Reader device7t URLs= &4l A= MIMES| Etl= AZ5I0 XM K/5F EHCH
* The Local Type Name for the Type Record is “t"



EX) Simple URI on a Tag

1 1 0 1 0 MB=1,ME=1
0x02 TYPE LENGTH(2byte)
NDEF record Header Ox12 PAYLOAD LENGTH(18byte)
0x53
TYPE->"Sp”
i

0x70

SR=1,IL =0, TNF = 001

0 0 1
1 1 0 1 0 0 0 1 MB=1 ME=1

0x01 TYPE LENGTH(1byte)
NDEF record Header
0x08 PAYLOAD LENGTH(14byte)
0Ox55 TYPE->"U"
¢ o o o o0 0o 1 1 URI identifier code
N
O
K
I
Payload A __The rest of the URI,
or the entire URI
C
O
M

FE }Terminator byte
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EX) Complex URI on a Tag (1/2)

® A URI with a Title and Launching a Browser

1 1 0 1 0
0x02
Ox12
0x53 0x70

NDEF record Header

1 0 0 0 0
0x01
0x00 0x00 0x00
0x55
0 0 0 0 0

nfc-forum.org

URI

0 0 0 1 0

0x03
URI-act 0x01

OxOE

Ox61 0x63 Ox74

0x00

=
=
e

SR=1,IL =0, TNF = 001
MB=1, ME=1

TYPE LENGTH(2byte)
PAYLOAD LENGTH(18byte)

TYPE->"Sp”

SR=0,IL =0, TNF = 001
MB=1 ME=1

TYPE LENGTH(1byte)

PAYLOAD LENGTH(long format)

TYPE->"U"

URI identifier code
the entire URI

SR=1,IL =0, TNF = 001
MB=1 ME=1

TYPE LENGTH(2byte)
PAYLOAD LENGTH(18byte)
TYPE->"act”

Action = Launch browser
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EX) Complex URI on a Tag (2/2)

Text(en-US)

Text(Finnish)

0 0 1
N - U S
0 0 1
i

0x01
Ox12
0x54
0x05

“Hello, world”

0x01
O0x13
0x54
0x02

“Morjens, maailma”

E
?

SR=1,IL =0, TNF = 001
MB=0,ME=0

TYPE LENGTH(1byte)

PAYLOAD LENGTH(long format)

TYPE>"T"

Status byte
Language Codes
The actual body text

SR=1,IL =0, TNF = 001
MB=0,ME=1

TYPE LENGTH(1byte)

PAYLOAD LENGTH(long format)

TYPE>"T"

Status byte
Language Codes

The actual body text
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