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IANA(Internet Assigned Numbers Authority) 256 SHEEFX| 242 H[Z 2l AR QlE{Ul
ZF2(Private IP Address)E 7|2l EHHIOM AtBSIHEE QE{Ullnt SAlE 5=
JEF sl F= 7Is22, 2l2Y0| 27tsst FLE 718 AFREIL 2IRE0| Jts
St QlE{UiMel Ct2 AREAs SA2 & F UX|TH difo] H2e= SIS 53
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@ SSL

@ NAT

@ PAP

@ MS-CHAP

® IPSec

Z=2of o|M0| _UAHLE AHAO| ol ESHX| b Z2o| WasleE=Z Al
UEXE L 4E of Z2AMAL 2ol &AZ oA ==dl, FERZOAM=
A UL AE S5t Z2MAE Eele = Uct ofzfolA MYstD U= Z2MA=
FaelT?

winlogon AMH|A0| EHQRSH 215 ZZMAE EHESHC}

@D lIsass.exe
@ csrss.exe
@ winmgmt.exe
@ smss.exe
(® services.exe
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4. Cl& & XSS(Cross Site Script) 340llA T2 7= HE= Falelif?

@ cache

@ Authentication
@ cookie

@ DB T

® log ut

5. thg & A=F 2IEAHMoIM ‘d2ts S7 AHH2l SRE MASE HOZ He A2?

@ delete d$

@ net delete d$

@ net share d$ /delete
@ delete share d$

® netsh delete d$
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8. Ct22 24 == 9| Fof st Moot X HHE A2 o= AR
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@ ¥ . ct2 AFES FUMS 0|85 HEYIE Sl Mut=l= EF2 Xt
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T A1, Xpelg ctE npdol| SHe = Uct
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10. &2f2|A A|AH”OIME TCP/IP Aol ofg] 71X ALRAl Cle{Ho|AE M Sstot.
AAEH HEIXERS WEYT HY HEE g3t
L

— I
Hotg Zstgt = UCh ndd ALS0| e dHe=z ZX| ¢

Il

o E

= TT

A od

@ TCP/IP H<Eoll= ARP, IP, TCP, UDP S0| =Z=&t=IC

@ ndd& AlEstd ZtZte| =2folufof Cisty Z2E 912 HeEs=S Ee HWEHos
‘ndd /dev/=2l0|H{" o|C}.

@ nddE AI235H0] Ztzte| =2fo|u{of| Chstod HE H4E MA™HSH| fsiM= ‘ndd
—-set /dev/E2I0|H' HHOE AdsIH =C}

@ nddE AL25l0] HY B HE Foll= MAHEE ol ASMoz MEE 0 Holl7|
2ol A|AEI MEE AloflE CiA| MY & ZHeIt gicl
(® Cache H|o|=9| Lifetime % cCl=2l TCP HZo| st oz 71X M & 35104

Kernel Parametere| A& 2 M7} 7lssict.

11. 2lsA A|AH 22| X7} /var/log/messages Ttlol| ci2nt 22 21 7|20| HolUe
AW wAMCID sich o] 23 EAof et dEe =z Z2X| 22 AH2?

Mar 14 16:34:13 kisa sshd[1799]: Accepted password for kisal from 172.16.5.193 port 1035 ssh2
Mar 14 16:34:13 kisa PAM_unix[1799]: (system—auth) session opened for user kisal by (uid=0)
Mar 14 16:34:25 kisa PAM-Wheel[1831]: Access denied for ‘kisal’ to ‘root’

Mar 14 16:34:49 kisa sshd[1835]: Accepted password for kisa2 from 172.16.5.194 port 1036 ssh2
Mar 14 16:34:49 kisa PAM_unix[1835]: (system—auth) session opened for user kisa2 by (uid=0)
Mar 14 16:34:53 kisa PAM-Wheel[1860]: Access granted to ‘kisa2’ for ‘root’

Mar 14 16:34:56 kisa PAM_unix[1860]: (system—auth) session opened for user root by kisa2(uid=500)

|

LS —

@ f12 HE2 su Y AtE0| FIE=0] U= ALSAR} O™A| 22 AFEAIL su
=

@ AFEX} kisa2= su HEH ALES 2?5l /etc/group THLOIA wheel &2 AFSAIZ
SE=0 UCt

@ AFSX} kisal2 su HEH ALS S 2I5H /etc/group TIFLAIM wheel 2&2| AFZAIZ
SEEOf UX| 2ot

@ AFE2X} kisa1Z} kisa2e= /etc/pam.d/su Aol wheel 21&2 oL 2l AF2XF HHo
M= SE=0f Ao{of shet

B AF2X} kisalD} kisa2 25 sl EF A|AEIO| XME{SE AMRXMSO0|C},



12. oteffe] =21 ¥ At=tg &R EAstD U= A2?

# cat /var/adm/messages

may 15 18:45:38 victim /usr/dt/bin/rpc.ttdbserverd[29906]:
_Tt_ftle_system::findBestMountPonint ——max_match_entry is null, aborting...
may 15 18:45:39 victim inetd[147]: Segmentation Fault —core dumped

may 15 18:45:50 victim /usr/dt/bin/rpc.ttdbserverd[8206]: iserase(): 78

may 15 18:46:08 victim inetd[147]: /usr/sbin/sadmind: Bus Error —core dumped
may 15 18:46:18 victim last message repeated 1 time

may 15 18:46:28 victim inetd[147]: /usr/sbin/sadmind: Segmentation Fault — core
dumped

may 15 18:46:30 victim inetd[147]: /usr/shin/sadmind: Hangup

may 15 18:50:15 victim login: change password failure: No account present for
user

may 15 18:52:23 victim last message repeated 2 times

may 15 18:55:25 victim inetd[147]:/usr/dt/bin/rpc.ttdbserverd:Killed

may 15 18:55:25 victim inetd[147]:/usr/dt/bin/rpc.cmsd: Killed

# Is —alc /tmp/.x

—-rw—rw—rw— 1 root root 48 5% 15€ 18:46 /tmp/.x

# more /tmp/.x

ingreslock stream tcp nowait root /bin/sh sh-i

@D 5% 152 18A| 452 FE rpc.ttdbserverd, sadmaind, rpc.cmsdoll tist 524 EX S

AL
= T ACch

@ /var/adm/messages2| 210te =z
@ sadmind?| HEHLLEE? FAFH2 2]
@ 30| o|F0{&l AlZtHofl /tmp/.x THo| A

ZoeE W22 Hof sadmind =240 M
©® ZIoAM 33Xt mjAE A Mo AMAES



13. A7 S0| AF ALEsts W Foll= shH S0{2 Mol CHA| 7 2 e = JUESF
suid7t MM El root &R T2 S T2 MX[5t0] ChZol = & root HetS
B S5 4= T E sh= wHo| ULt ol o] WHOE ALSSI0] A|AE HE|X= FI|H 2
2 suidZ2 A E ot s ZUEY 5to] A|A- S oS Ese 2Tt qlot
ZS( ) ool E0{Z NS MU Z HI=ZA LIERH 242 o= ZHelT}?
#find / —-( ) root —( ) 4000 —() Is -1 {3} W

user, exec, perm
exec, user, perm

user, perm, exec

@
@
@ perm, user, exec
@
®

exec, perm, exec

14, Y2 ALGo M= /etc/passwd?} /etc/shadow mHlo| 2150
odshg stob a2} Jetc/passwd T2 6443 TS 2 SHEE| O]
AMoRE 92  USS=2 WAYSIt 4%

LTt Ach kg & 0|8 fIst HHol= o= ZHelut?
@ passwd
@ pwdump3
@ chntpw

@ pwunconv
® pwconv

= 74 = syslog &l (level) 2 AZtM
AMZtM e S AMZEEo w2t HiEA 2FS A2 o= AdelTf?

emerg > alert > crit > err > warn > notice > info > debug
emerg > err > crit > alert > warn > info > notice > debug

@®
@
@ emerg > alert > crit > err > warn > info > notice > debug
@ emerg > warn > crit > err > alert > info > notice > debug
®

emerg > alert > crit > warn > err > notice > info > debug

UM THE S22t
QO{A| ddt A2 K}

st=l /etc/shadow TS AMAMAIZ

A ZHM (severity) Bl S 2o|o|st=|



16. CFZ X222 012 7HX| A| ARO[ AM LIEILE 2o F ofE Sof T dHolct. otz 27|
S AR Hdg8E Aoz HAofr A2

@b rsh, rlogin 2 AMH|A= A|AEIHOl| oM SH AH|A0|CH

@ Ns7t dx€ mf HE ISAP

=

©@ SetUID7t =0 A= Al uped2 HEoto| f5ict.

@ 3AX=E FHEE FUIAE UTF-8 A2 AE Z8Eh URLE lISMB]{o] d&=te
2N CHMER S olSE & AL 2o AFBENX| AL 5= ACt,

24 Hob Mot MEA[AR MH|A(LSASS)e| HIH 283 FA+H S 0/&35t0{ &

Hiol2{ Ao AF ZEE ALEECh

17. 252 23 gt & 2okelE e MAIXl & Tep Wrapperel HIAIXl S8 E8t5t0f
ofefiet 22 2IE JXl= 2Ot 27

Apr 19 23:23:35 unsecure in.telnetd[645]: connect from 172.16.2.14
Apr 19 23:23:41 unsecure login: LOGIN ON 2 BY hcjung FROM hcjung
Apr 20 23:24:29 unsecure in.telnetd[1218]: refused connect from
bluebird.a3sc.or.kr

Apr 20 23:25:27 unsecure in.telnetd[1219]: connect from 172.16.2.161

D access log
@ system log
@ secure
@ pacct
® spool



# set | grep PATH
PATH=./:/usr/local/bin:/bin/:/usr/bin:/usr/sbin

PATHol| 27l o|Ate|
SIx Cl2E2] 7} o
PATH w5
/usr/sbin2.Ct /usr/bin C|2 E2|7} 2ol X|H =[ALCH.
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@ system log
@ access log
@ agent log

@ reference log
® error log
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/root : /bin/bash

> root :
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@ wtmp

@ utmp

@ sulog

@ pacctcomm
® lastlog
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@ /etc/fstab, /etc/rc* 2F &2 T2 rootZ HZotl HAE = UCt

€ SUIDE ARAt Eetez Zzg AMaist £ ot

umask= A|AE mlo| gHE0f & of Ho|M 7|24k ot flsh AtSE

CETECHS)

@
&)
®
<)

® @

23. Chg X2 & MHEEIXE 28t 2ot X Fez ZX| g2 A2?
-~ t

o) 22Xt IE ALZAe] AEE = 4steic

@ YI7I1Hcz oy ol e2|e| Ho|ldE HAsoh

@ He|Xte| AEs HetRX|E flof F7|Hoz Mot

€ B MM MMzls Z2MAE 22X HEe R M= F oot
2ot gdso| tolM= FIIHo R WA S Hot=rl.

GNCETACHS
OO



25. FI7|Moz T2
o

Aol

37| 2ol AL2 == crontlE A&t ol

2
A,

MLl
o

@ 1220 commandZt

@ o

28. CtZ Mo s

AlsY
o

|:__|'_
- O

|

= -

@ 5Al0 commandZt Al E .
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Root, Bin

@ Hip Based Buffer Overflow
(@ Stack Based Buffer Overflow

@ Format String
@ Race Condition
® Synchronization

29. MH|A HE(DOS: Denial of Service)
MH|AE SHX| ZotES =3

A A|ﬁE“0‘||A‘| HE =4

—
—

D netstat H S
@ ps YHo= kst

SYN_RCVD zfZlo| &
9| httpd HI%OI

Filesystem kbytes used avail capacity Mounted on
/dev/sdal 5447436 5085152 85568 98% /home/member

/dev/sdab 3099260 1192484 174934




@ olallet &2 ¢ Z=zao| Alsl =o|c}h.

void main() {
char *c;
while(1)
¢ = malloc(10000);
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SEf 2o HEfHMol MY E FAol2t FH=TI?

@© £5(Block)

@ C£|Amfx|(Dispatch)

@ EtolM ZHolZ(Timer Runout)
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® MAHE(Suspend)
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@ /etc/smb.conf

@ /etc/grub.conf

@ /etc/inetd.conf

@ /etc/resolv.conf

® /var/named/named.conf
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(1) rc.boot, rc.local(SYSV : /etc/rc?.d/*)Lt 7|EF A|ARL A|ZF Al MU SS

(2) inetd.conf 2t /etc/services LtAolA EAXLTL FItet Mu[ATE =X HHTHCL
(3) TCP Wrapper Z2I¥ g ALEst0{ AA2= F ot ©Y zdg T8

(4) pwunconv HEE ALEso] ALZAL 20 HEE /etc/passwd LIt =2 2t5H0
Za|shot

(5) 2aOMBE F0 2= 21t (pacct, wtmp, lastlog, sulog, syslog S)E& &t2| st}

@ (1), (3)
@ (2), (3)
® (2), (5)
@ (3), (4)
® (4), (5)



11. Ch=2 syslogoll 2fsh Mo Zautelol AFolct ofH R 34 2071

Oct 19 17:21:02 gos] sshd[5068]; User test not alloved hecause not listed in Allowllsers
ot 19 17420202 gosl ssha(B06B): input_userauth_recuest: illeeal user test
Oct 19 17:21:04 wosl sshel(50681; Failed password for illegal user test from 211,239, port 39951 ssh?
]u
1
1t
IK

Oct 19 17:21:04 gosl sshd[50681: Received disconnect from 211,279, ¢ 113 Bye Bue

Oct 19 17:21:04 aos] sshd[B069]: input_userauth_recuest: illeeal user guest

Oct 19 17:21:07 gos1 sshddl(5069]¢ Failed passuord for illegal user guest from 211,239, port, 5952 sshe
Oct 19 17:21:07 aosl sshd[50691; Received disconnect from 211,279, ¢ 100 Bue Bye

(D Brute Force =24
@ Buffer Overflow(HHIH 2HEZEZ2) =24

@ ColdFusion F <& =4
@ Format string(Z% AEZ) =4
© WebDAV #H =4

12. otmtx| g Meo|A EE httpd 2= /var/log/httpd/apache C|2! E2|of XN ZHEICT.
ofgf E7|= HTTPA| CHst =2 21 ulel AR ZFo|ct MHOZ ZX| 242 AU2?

172.16.0.1 —— [01/Jul/2002:13:09:46 —-0700] "GET / HTTP / 1.0" 200 1879
172.16.0.1 —— [01/Jul/2002:13:09:46 -0700] "GET / HTTP / 1.0" 200 1879
172.16.0.1 —= [01/Jul/2002:13:09:46 -0700] "GET /mmback.gif HTTP / 1.0" 404 204
172.16.0.1 —— [01/Jul/2002:13:09:46 —-0700] "GET /mmback.gif HTTP / 1.0" 404 204
172.16.0.1 —— [01/Jul/2002:13:09:46 -0700] "GET /head.gif HTTP / 1.0" 200 17446
172.16.0.1 —— [01/Jul/2002:13:09:46 —-0700] "GET /head.gif HTTP / 1.0" 200 17446

O 575 AX, ofZH Medof| HEH2 M=Xlof thet EE XZEsk= access_log IHIo|Ct.

© 172.16.0.12 L2242 P F22 & 5 UCh

@ ‘GET / HTTP/1.0" && 'POST /HTTP/1.0'2 Z20|MELe| WHI| FE HoiF1 It

@ Zt 239 BoM F wHu =& HTTP MEl2EZAM 404 S2lo|METL &2l
810| ol HZ= AMEZRcte A2 EoixF UL
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O HsHK| 22 EEHIJWF =Xl "rpcinfo —-p"E 0| &350 MZA STt

@ cront ate 2 A== ZE LS AAtstct

@ passwd % su WHO| SetUID Tt QIX| Z=A}stC}

@ /etc/inetd.conft /etc/services LtAOAM FJAXIE FIt5E 2 MH|A T2 30|
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® cron

@ at
@ cat
@ ps
@ find
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siof & MH&A md2?

@ /etc/passwd

@ /var/log/syslog

@ /etc/rc.d/init.d/Ipd

@ /etc/hosts.allow, /etc/hosts.deny
® /etc/tepd.cf
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@ chmod 755 /home/testman/public_html/inc
@ chmod 700 /home/testman/public_html/inc
@ chmod 707 /home/testman/public_html/inc
(® chmod 777 /home/testman/public_html/inc

30. EULst A|AER2 SHXe| EMZ ZFF= ClYst REF EZ0|=0}, HE0
TZO#ol =X JtsM 2o 2E TZOME CHA| 4
ZTZOYol HEE 2olst= wo|ch X 28 W22

DO A" =233 el 37|, Timestamp(MAA|ZE BHZAA|ZE

@ Tripwires mtofl tfist 7|2 M AMES Ho|E{Ho|AZ THEO| O]
of o|gt miix ofFE E

@ truss E= strace B

@ TCP Wrapper2}t &2 e FAM HAAZTE ALSSiCE

® 0S HiollM HM&33t= Checksum #tS ol&stch,

=
= =
£ 0|835l0f A|AHE 28 FHsict



dEESdEION 1 E Y

=2 o{Zz|Ho|M Kot 074 2Xx}

. CI2 £ SQL Injection =Zof st M = Sb= H=2?
@ GET g3} pOST Al g 0| 2510 == F7|E Saf 2152 Sntsict.
@ ER My diolE{H|o|A2| HOIE o3 ZH 0|§ 52 HMEE L UctH
UNION %% 0| 8stH & O Z=sA Ho[eHo|AE AF =&te = U= 34S

sk 74 At
43—7—17(}7F I11|0|Eﬂii|0|ﬁ Mufol z==fet W7l WRHS| MEst= =H0[ct
DBMS Z2EZ° F=X FAME2 0|88 34 7|H2z ZE A71d 3o
gE85= 54 7|™olct

@@

® FAMu{o SQL Injection 40| 2Mst¥R oM™ 200 ZO0E8 FSEMZE =9l
af 2 =cl

2. ofef= 2AH Mol 5 F=olct ofof thet M¥o=2 ZX| et A2?
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